Cybersafety: protecting our children is still our job

Cybersafety is a large issue that all parents will have to deal with at some point. Despite the fact that many parents still feel ‘Oh, my child is too young for that or won’t do that or even I am always watching them’, they are probably already out there and far more techno-informed than their parents.

It is the harsh truth that cyberbullying, access to porn, internet dating and meeting, stalking and grooming are all realities of today’s society. Just in five years, we have gone from email, now known as old people’s communication, and landline phones for international communication to instant messaging, instant video messaging and international roaming technology. Children of today want instant answers to everything. If we think that communication can only go as fast as we want, then ‘we’ are wrong.  Our kids are the leaders in this up-to-date technology and they need to be our teachers. We cannot keep up with them but we can remain beside them and be a part of this cyber world. They need our careful and more sensible minds there to keep them safe. We think before we type or add a photo, children don’t - they just jump in. An innocent comment or photo can remain in cyberspace for ever and come out and haunt them 10 years later, but if we become cyber savvy too, we can be a guide. 

We must also realise that the internet is not all doom and gloom. The social networking sites, the games and the information provided can be lots of fun. So now is the time to become part of the new cyberworld and enjoy it with your kids at the same time as being the parent and their safety net.

This all came to my attention recently when my young primary school daughter was a victim of peer group pressure and in many ways also of internet fraud. She had a MySpace page made up for her by a friend. There were comments made of her as a 14-year-old, photo, her school was identified as was her sporting team. There was language in the site that has never been used by her and other comments about people.  After my initial rant, rave and tantrum, I calmed a little and discussed it further. After some initial discrepancy, I got the truth. She knew it was there but had no idea what to do with it. After many discussions and difficult times, it has been deleted to the best of my knowledge and a lot of further research from me has since happened.

This whole experience made me realise how easy it is to set up a site for someone else and start being them. I approached my school and through them and others, have really started to investigate the whole Cybersafety issue and how to stay ahead. I can’t but I can keep up and be the parent I want to be. I attended a few information nights for parents and am always disappointed at the numbers as it is really important to get the message out there. I would recommend to anyone that if there is something in your area get there and be prepared as the tips are easy and really not as scary as you think. One of the biggest tips I got when starting to talk to kids about internet safety was asking them what they understand by ‘www’. Stress it means world wide web and anything they post goes out to the world (!), not two streets away to their best friend.

A few easy tips for parents*
· PCs should be in common room, not bedrooms

· Advise kids to leave sites they feel uncomfortable about

· never answer rude or harassing emails

· if an adult can’t read what is written don’t write it

· spend time with your child online – learn and explore together

· learn about internet together - share their knowledge

· set house rules about computer and sites they can visit

· DON’T share passwords and DO change them regularly

· Learn the lingo,for example, POS (parent over shoulder), LOL (laugh out loud) - there are many others

· all social networks should be set to private

· no personal information should be shared

· play online games together

· set up a social network page yourself and make your child have you as a friend

· block senders

· stress that your child should know all their friends not have random friends to build numbers so they look popular

· do not have ‘flirty’  sign-in names.
*Please note that these are by no means the only tips, but a few to help. They are also not fool proof and don’t provide 100% protection and safety.

Websites

Australian

www.cybersmartkids.com.au
www.netalert.gov.au
www.police.vic.gov.au/kids
International

www.ceop.gov.uk
www.cyberbullying.org
www.iSafe.org
These are also just a few sites that you may find interesting, but there are many more and you might find one you prefer (use Google to search). 

May I just finish by saying that this whole experience has made me a more ‘aware parent’ but now not as scared, just cautious. It made me realise, that ‘yes’ our children can be safe out there, it can be a lot of fun and there is so much to learn. However, if they are to be safe, we as their parents must be there to help, supervise and to be the sensible part of their brain.

Nicki Sweeney,

Parents Victoria Executive Member
(* Tips and websites for interest supplied by Susan McLean: salconsultants@hotmail.com)

Help your child stay safe online

With an estimated 1.5 billion websites available at the click of a button, how can you ensure your children remain safe online?

SuperClubsPLUS Australia is a mediator-monitored social learning network for six to 12-year-olds, where children can chat to friends, start their own interest groups, or publish stories and pictures for thousands of other children to read and see.

And SuperClubsPLUS Australia director Martin Wild said parents can rest assured their children are having fun in a safe and educational environment.

‘We validate every child through their school so we know every child is a real child, and they have a teacher who says they’re their teacher. Then we actively monitor every interaction every child engages in’, he said.

‘Everything the children publish or say online passes through a highly trained mediator. The children forget there are mediators in the background – they tend to overlook that.’
And with all the chat, forums, clubs and activities going on, learning really can be fun – with the website teaching children valuable communication and information technology skills while they play.

‘The kids don’t see this as learning, but this website covers almost all of their ICT outcomes for primary years’, Mr Wild said.

For more information, see: SuperClubs PLUS Australia website: www.superclubsplus.com.au
*This article is sourced from DEECD Parent Update newsletter and details are also provided in DEECD Circular No. S457-2008.







